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What is the Tor Project?

“All of the people who have been involved in Tor are united by a common belief:
internet users should have private access to an uncensored web.” (History)



History

e Foundedin 2006

“In the 1990s, the lack of security on the internet and its ability to be used for
tracking and surveillance was becoming clear, and in 1995, David Goldschlag, Mike
Reed, and Paul Syverson at the U.S. Naval Research Lab (NRL) asked themselves if
there was a way to create internet connections that don't reveal who is talking to
whom, even to someone monitoring the network." (History)
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The Project

Started by Roger Dingledine
Funding from EFF

Tor Browser began in 2008 s
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Tor Browser aims to make all users look the same, making it difficult for you to be fingerprinted
based on your browser and device information. MULT-LAYERED ENCRYPTION. Your traffic is
relayed and encrypted three times as it passes over the Tor network. The network is comprised
of thousands of volunteer-run servers known as Tor relays
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Tor aims to conceal its users' identities and their online activity from surveillance and traffic
analysis by separating identification and routing. It is an implementation of onion routing, which
encrypts and then randomly bounces communications through a network of relays run by

Tor
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Tor, short for The Onion Router, is free

and open-source software for enabling anonymous
communication. It directs Intemet traffic through a free,
worldwide, volunteer overlay network, consisting of more than
six thousand relays, for concealing a user's location and usage
from anyone conducting network surveillance or traffic
analysis. Wikipedia

Developer(s): The Tor Project
Initial release: September 20, 2002

Written in: C, Python, Rust
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Hidden Services (or Onion Sites)

e Special web services accessible through Tor
e Don’texpose IP addresses
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Surface vs. Deep
vs. Dark Webs



Tor Mission Statement

“To advance human rights and freedoms by
creating and deploying free and open source
anonymity and privacy technologies,
supporting their unrestricted availability and
use, and furthering their scientific and popular
understanding.”



Circumventing Censorship

e Side effect of redirecting traffic
e Ethics depends on what’s being censored



Privacy/Anonymity

e Torisatool
e Utilitarianism



Unethical Uses for
Tor



Dark Web Marketplaces Silk Road

anonymous marketplace

e Buying and selling of illegal goods
e Silk Road
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Hacking Communities

“In terms of cybersecurity threats, hacking communities are active on Dark Web
platforms, where hackers exchange experiences and share information, in addition to
circulating hacking tools, malware, ransomware, breached data, and planning

large-scale cyberattacks resembling a pattern of an organized crime.” (Basheer and
Aklhatib 2-3)

e Selling data, tools, and services on marketplaces



Other Unethical Uses

"Child pornography and pedophile networks, drugs and arms trade, human trafficking,
terrorism and recruitment of extremists, planning terrorist attacks, murderers for hire,

hacked digital media trade, counterfeit documents, fraud, and many others." (Basheer
and Aklhatib 2)



Ethical Uses for
Hidden Services



Whistle Blowing

e Safety for whistleblowers
e OnionShare

Trump’s representatives did not respond to requests for
comment, except for his attorney in the lawsuit against
Twitter. And thanks to the Trump’s Legal Problems blog
and Just Security for pointing us in the right direction for
a few cases.

We'll continue updating the tracker as the lawsuits and
investigations progress (and new ones arise). Think
we're missing something? Please email
zeverson@forbes.com or reach out securely and
anonymously via OnionShare on the Tor browser.

By Zach Everson

Business Filings

Fig. 1. Everson, Zach. “Tracking Trump: A Rundown Of All The
Lawsuits And Investigations Involving The Former President.”
Forbes, 16 Mar. 2022,
www.forbes.com/sites/zacheverson/2022/02/10/tracking-trump-ar
undown-of-all-the-investigations-and-cases-involving-the-former-
president/?sh=4alab45a7f24. Accessed 19 Mar. 2022.



Surface Web Mirrors

BBC
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Twitter
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The NYT
DuckDuckGo
Many others
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Other Ethical Uses

NGOs

Activist Groups
Corporations
Governments
Law Enforcement
General Browsing



Issues Facing Ethical Analysis

e Too many conceivable uses for Tor
e Subjectivity



Arguments For
and Against



For Tor

“Without Tor in the world, the bad actors will
find another tool to achieve their objectives.
With Tor in the world, the good actors will
continue to have a tool and experts committed
to providing safe online channels of
communication." (Misata 45)



For Tor

“Illegal or antisocial behavior is technology
indiscriminate. Criminals will select technology
opportunistically, and their use of it in most cases
says nothing about the technology itself.
Anonymizing services aren’t “bad faith”
technologies.” (Berghel 87)



Against Tor (Censorship)

e Russiablocking Tor nodesin 2021.
e China’s Great Firewall.



EARN IT

e EARNIT act possibly reducing safe harbor protections for web hosts.
e Would most likely effect Tor nodes.



Is there an answer?

Depends on personal beliefs

Natural or Prudential right to privacy

Restriction to limit or prevent actions that are bad for society
Deeply sensitive issues
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