


What is TOR?

 Tor is an open-source software that allows users to 

communicate and interact with each other 

anonymously

 TOR is short for, “The Onion Router”

 Tool used to access the deep web

 Site links end in “.onion”

 Not Illegal



The History of TOR

 Mid 1990’s: The idea of “onion routing” was discovered by Paul Syverson

 Created by the U.S Naval Research Lab

 Developed in hopes of creating private internet connections

 Early 2000’s : Roger Dingledine (MIT Graduate) started the TOR project

 2002: Officially released to the public

 2008: Development of the TOR Browser began

 2019: Tor Announced the release of the Tor Browser for Androids



Intentions of 
TOR?

 TOR was developed in 

hopes of creating an 

environment where 

users would have the 

ability to exchange 

information 

anonymously

 Implements a 

decentralized, 

distributed node 

network



Is TOR 100% 
Secure?

 No.

 Reason? The Exit Node



The Web

 The internet we know today is divided into 3 parts:

- Surface Web includes your day 

to day utilities, Facebook, 

Twitter, Google Search

- Deep Web and Dark Web can’t 

be viewed through normal 

search engines (Not Indexed)

- 96% of the internet is part of the 

deep web





 Created by Blumhouse

Productions in 2018

 Covers Human Trafficking 

aspect of the dark net

 Brings awareness to the dark 

net



What is the 
Dark Web?

 Makes up 6% of the 

Net

 “Sketchy” part of the 

deep web

 Used for purchasing or 

exchange of: Medical 

Records, Drugs, SSN’s, 

Weapons, Credit Cards

 Vice US Credit Card 

Fraud



 Difficult to purchase items over the darknet prior 

to Bitcoin

 Bitcoin was developed in 2009

 Users didn’t want to risk credit cards leaving a 

trackable paper trail



 Created by Ross Ulbricht

 Launched in 2011

 A modern darknet market known for 
selling illegal drugs

 Eventually shut down by the FBI in 2013

 Ross Ulbricht was convicted, and 
sentenced to life in prison

 144,000 bitcoins (122 million)



The Playpen

 Created by Steven W. 

Chase

 Largest child 

pornography website

 Eventually shutdown in 

2015



Positive Uses 

Of TOR

Tor browser allows users to access blocked 
information, such as social media, news, and 
other necessary resources

A Safe Haven for whistleblowers

Can be used to investigate competitors

An option to bypass censorship laws



Alternative 
For Security

 VPN: Network 
connection that 
enables you to create 
a secure connection to 
another location

 TOR and VPN can go 
hand in hand in 
creating a more 
secure experience, but 
service will be slower



Ethical Theories

 Cultural Relativism:

 Social Contract Theory:

 Kantianism:



Conclusion

 The Tor Browser is an open source tool that can be used access hidden 

information

 Still being developed : 2019 Android App

 In time, hopefully more regulations are made to mitigate illegal activities
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